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Automobiles are equipped with Electronic Control Units (ECUs) that communicate via in-vehicle
network protocols such as the Controller Area Network (CAN). These protocols were designed
under the assumption that separating in-vehicle communications from external networks is
sufficient for protection against cyber-attacks. This assumption, however, has been shown to be
invalid by recent attacks in which adversaries were able to infiltrate the in-vehicle network.
Motivated by these attacks, intrusion detection systems (IDSs) have been proposed for in-vehicle
networks that attempt to detect attacks by exploiting physical properties such as clock skew of
an ECU. In this talk, I will describe new attacks on the CAN, one based on timing and one based
on voltage, along with the corresponding methods we used to detect and mitigate the attacks.
We implement the attacks on two hardware testbeds, a laboratory Arduino-based prototype and
the UW EcoCAR.
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